
    

 
E1, Empire Damansara, No.2 Jalan PJU 8/8A, Damansara Perdana 

47820 Petaling Jaya, Selangor Darul Ehsan 

Tel  :  03-40650078  

Fax : 03-40650079  

Email: info@pikom.my 

www.pikom.org.my 

 
 

MEDIA RELEASE 
For Immediate Release 

 

PADU Security Breach and Recommendations for Strengthening Cyber 

Resilience 

Petaling Jaya, Selangor, Malaysia – 6 January 2024 – PIKOM, the National ICT 
Association of Malaysia, acknowledges the recent security breach affecting the PADU 
platform launched by the Malaysian government. While we commend the 
government's initiative in developing and deploying PADU utilizing internal public 
sector expertise, we believe the vulnerabilities discovered highlight the need for a 
more comprehensive approach to cybersecurity in critical government IT 
infrastructure. 

We applaud the objective of PADU – streamlining public service delivery for citizens. 
Utilizing internal talent for such projects fosters self-reliance and knowledge retention 
within the public sector. However, when it comes to complex technological initiatives, 
particularly those involving sensitive data, striking a balance between leveraging 
existing resources and engaging external expertise is crucial. 

The fundamental nature of the discovered vulnerabilities suggests that they could have 
been identified during the development and testing phases. This underscores the 
importance of involving independent, industry-expert security personnel in 
comprehensive security assessments throughout the entire software development 
lifecycle. Such assessments, conducted by real-world threat actors and penetration 
testers, would significantly bolster the platform's resilience against cyberattacks. 

Furthermore, PIKOM urges the government to consider collaborating with the private 
sector in upskilling public officers in niche areas like cybersecurity. Industry 
attachments, where public officers spend time working within established private 
companies, can provide invaluable real-world experience and exposure to cutting-
edge security practices. This knowledge transfer would then enhance internal 
capabilities and ensure future projects are developed with robust security 
considerations from the outset. 

At PIKOM, we remain committed to working with the government and industry 
stakeholders to strengthen Malaysia's overall cybersecurity posture. We believe that 
by adopting a collaborative approach, including leveraging independent expertise, 
promoting knowledge sharing, and fostering upskilling initiatives, we can build a more 
secure and robust digital infrastructure for our nation. 

----------------------------------------------------------end of Media Release-------------------------------------------- 

About PIKOM 

 

PIKOM, THE NATIONAL TECH ASSOCIATION OF MALAYSIA, is the association 
representing the technology industry in Malaysia. Its membership currently stands at more 
than 1,000 active companies involved in a whole spectrum of tech products and services, and 
which command 80% of the total TECH business in Malaysia.  
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